UNIVERSITY OF RHODE ISLAND

HIPAA NOTICE OF PRIVACY PRACTICES

The UNIVERSITY OF RHODE ISLAND (“URI” or “UNIVERSITY”) HAS DEVELOPED THIS NOTICE IN ACCORDANCE
WITH ITS OBLIGATIONS UNDER THE FEDERAL HEALTH INFORMATION PRIVACY LAW KNOWN AS THE HEALTH
INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (“HIPAA”) AND RELATED REGULATIONS OF THE U.S.
DEPARTMENT OF HEALTH AND HUMAN SERVICES KNOWN AS THE “HIPAA PRIVACY RULE.”

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU, WHICH IS HELD BY ANY UNIT OF THE
UNIVERSITY THAT IS PROVIDING (OR HAS PROVIDED) HEALTH CARE SERVICES TO YOU AND THAT IS
CONSIDERED A “COVERED HEALTH CARE COMPONENT” UNDER HIPAA, MAY BE USED AND DISCLOSED, AS
WELL AS WHAT RIGHTS YOU HAVE WITH RESPECT TO THAT MEDICAL INFORMATION, INCLUDING HOW YOU
CAN GET ACCESS TO THAT INFORMATION. PLEASE REVIEW IT CAREFULLY.

A. Our Commitment to Protect Your Protected Health Information (“PHI”)

URI is committed to protecting the privacy of your health information. This protected health information, or
“PHI”, includes information that we have recorded or received about your past, present, or future health or
condition, the provision of health care to you, or the payment for this health care that can be used to identify
you. We provide you with this notice about our privacy practices to explain how, when, and why we use and
disclose your PHI, and what access and other rights you have with respect to your PHI. In general URI will only
use or disclose your PHI when permitted, or required, to do so by federal or state law. Whenever state law is
more restrictive concerning the use or disclosure of your PHI, state law will be followed.

B. URI’s HIPAA POLICIES

The University’s HIPAA Polices are available online at https://web.uri.edu/hipaa/. The University’s HIPAA polices
are written to be in full compliance with the above referenced federal law known as HIPAA and the above
referenced federal regulations known as the HIPAA Privacy Rule, as well as all applicable Rhode Island state laws
and regulations relating to personal health information and medical records, including the “Confidentiality of
Health Care Communications and Information Act” (“RI-CHCCIA”).

C. Important Notice To URI Students About Their Health Care Information (“HCI”), and About HIPAA

While HIPAA (as well as applicable Rhode Island state laws relating to medical records and health information
privacy) will apply to the HCI OF INDIVIDUALS OTHER THAN URI STUDENTS who receive health care related
services from one of URI’s HIPAA covered health care component units, the federal educational records privacy
law known as “FERPA” (the Family Educational Rights and Privacy Act”) and/or the protections provided under
certain applicable Rhode Island state laws relating to medical records and health information privacy, will apply
to the HCI OF URI STUDENTS who receive care from those provider units. The required application of FERPA
and/or State law to URI student health information, and the possible additional voluntary application of HIPAA
information are discussed in the following two subsections.

1. URI Student HCI: Required Application of FERPA and/or Rhode Island law

Personally identifiable Health Care Information (“HCI”) pertaining to URI students that is held by any URI unit
(whether a HIPAA “Covered Component” or not) will need to be maintained, used and disclosed by the unit: (1)



in compliance with the applicable provisions of Rhode Island Law (primarily the Rhode Island Confidentiality of
Health Care Communication Act, RIGL, c. 5-37.3 available at http://webserver.rilin.state.ri.us/Statutes/TITLE5/5-
37.3/INDEX.HTM) when the HCl is included in a “treatment record”; and (2) in compliance with both the
applicable provisions of Rhode Island Law (primarily the Rhode Island Confidentiality of Health Care
Communication Act, RIGL, c. 5-37.3 available at http://webserver.rilin.state.ri.us/Statutes/TITLE5/5-
37.3/INDEX.HTM) and the federal education record privacy law known as “FERPA” (the Family Educational
Rights and Privacy Act, 20 U.S.C. 1232g, and the law’s implementing regulations, 34 C.F.R. Part 99, available at
https://www2.ed.gov/policy/gen/reg/ferpa/index.html) and described and summarized in URI Guidance (at
https://web.uri.edu/enrollment/ferpa/) when the HCl is included in an “education record.”

“Treatment Records” are records held by any URI unit which are (i) made or maintained by a physician,
psychiatrist, psychologist, or other recognized professional or paraprofessional acting in his or her professional
capacity or assisting in a paraprofessional capacity; (ii) made, maintained, or used only in connection with
treatment of the student; and (iii) disclosed only to individuals providing the treatment.

“Education Records” are all records pertaining to the student maintained by the unit other than “treatment
records.” It is important to note, however, that a “treatment record” will become an “education record” once it
is disclosed to the student, or to any third person outside of the unit in which the treatment provider works,
other than another treatment provider.

2. URI Student HCI: Possible Application of Additional HIPAA Protections

In addition, in some circumstances (but not all) where HIPAA provides greater rights or protections relating to
HCI than FERPA and Rl state law do, we will provide our students not only with all of their rights and protections
available under FERPA and state law, but also with the extra benefits that HIPAA provides. These judgements
(about whether the additional protections of HIPAA can and should be extended students in specific
circumstances) will be made by URI officials on a case by case basis, based on its considerations of the applicable
laws and regulations, the student’s privacy interests, the interests and needs of other students and the
university, and the health and safety of the community and public.

The students of URI will therefore always be entitled to the rights and protections relating to their HCl that are
afforded to them under FERPA and Rl law, and in some cases will also be afforded the additional rights and
protections relating to their HCI that are sometimes provided by HIPAA [Note: HIPAA does not always provide
more rights or protections than FERPA and sometimes the opposite is true.] URI Students should further
understand that the rights and protections described in the other parts of this notice of privacy practices are
those provided under HIPAA, many but not all of which be available to them or their HCI. Stated another way,
when the word “you” or “your” is used here, it always refers to individuals other than URI students, and only
sometimes refers to URI students.

D. General Statement of URI Obligations Under HIPAA

The University of Rhode Island (“University” or “we”) is required by law to maintain the privacy of your
protected health information (“PHI”), to give you this notice that describes our legal duties and privacy practices
concerning your PHI, and to notify you following a breach of the security of your PHI. In general, when we
release your PHI, we must release only that information necessary to achieve the purpose of the use or
disclosure. However, all of your PHI, with limited exceptions, will be available for release if you sign an
authorization form, if you request the information for yourself, to a provider regarding your treatment, or due
to a legal requirement.



E. Without your written authorization, we may use and disclose your PHI as follows:

1. Treatment: For example, we may use your PHI in connection with the diagnosis, treatment or
coordination of your healthcare, including determining which treatment option best addresses your health
needs and we may disclose it to other of your healthcare providers involved in your care, in connection with
their diagnosis or treatment of you or the coordination of your care.

2. Payment: In order for an insurance company to pay for your treatment, we must disclose PHI that
identifies you, your diagnosis, and the treatment provided to you, to the insurance company.

3. Health Care Operations: We may use or disclose your PHI in order to improve the quality or cost of care
we deliver. These activities may include evaluating the performance of your health care providers, or examining
the effectiveness of the treatment provided to you. In addition, we may use or disclose your PHI to send you a
reminder about your next appointment.

4, Required by Law: As required by law, we may use and disclose your PHI. For example, we may disclose
medical information to government officials to demonstrate compliance with HIPAA.

5. Public Health: As required by law, we may use or disclose your PHI to public health authorities for
purposes related to: preventing or controlling disease, reporting child abuse or neglect, and reporting to the
FDA.

6. Health Oversight Activities: We may use or disclose your PHI to health agencies during the course of
audits, investigations, licensure and other proceedings related to oversight of the health care system.

7. Judicial and Administrative Proceedings: We may use or disclose your PHI in the course of any
administrative or judicial proceeding, in response to a court order or as otherwise authorized or required by
statute.

8. Law Enforcement: We may use or disclose your PHI to a law enforcement official for purposes such as
reporting a crime at our facility, complying with a court order or subpoena, and for other law enforcement
purposes as authorized or required by statute.

9. Coroners, Medical Examiners and Funeral Directors: We may use or disclose your PHI to coroners,
medical examiners and funeral directors.

10. Organ and Tissue Donation: If you are an organ donor, we may use or disclose your PHI to organizations
involved in procuring, banking or transplanting organs and tissues.

11. Public Safety: We may use or disclose your PHI to appropriate persons in order to prevent or lessen a
serious and imminent threat to the health and safety of any individual.

12. National Security: We may use or disclose your PHI to authorized officials for purposes of intelligence or
other national security activities and protective services for governmental leaders as authorized or required by
statute.



13. Worker’s Compensation: We may disclose your PHI as necessary to comply with worker’s compensation
laws.

14. Disclosures to Plan Sponsors: We may disclose your PHI to the sponsor of your health plan (if
applicable), for the purposes of administering benefits under the plan.

15. Domestic Violence: We may disclose your PHI to a authorized government authority if we reasonably
believe you to be a victim of abuse, neglect, or domestic violence to the extent the disclosure is required or
authorized by law or if you agree to the disclosure.

16. Research: We may use or disclose your PHI for the purposes of research, without your specific
authorization in some circumstances (e.g. when your PHI is de-identified), but will usually need your specific
authorization in most cases.

17. Military and Veterans: If you are a member of the armed forces, we may use or disclose your PHI to
provide information about immunization and/or a brief confirmation of general health status as required by
military command authorities.

18. Inmates: If you are an inmate at a correctional facility or in the custody of a law enforcement official, we
may use or disclose your PHI to the facility or the official as may be necessary to provide information about
immunization and/or a brief confirmation of general health status, or required by law.

19. Family or Household Members: We may use or disclose your PHI, pursuant to your verbal agreement,

and in certain circumstances without your agreement, for the purpose of including you in our directory or for

purposes of releasing information to family or household members, who are involved in your care or payment
for your care.

20. Emergency Services: We may use or disclose your PHI to provide to emergency services, health care or
relief agencies a brief confirmation of your health status for purposes of notifying your family or household
members.

21. Business Associates: We may use or disclose your PHI to a Business Associate, who is specifically
contracted to provide us with services utilizing that health information, pursuant to an approved business
associate agreement which assures that the business associate will handle the PHI in compliance with privacy
regulations.

22. Limited Data Set: We may sometimes use or disclose your PHI as part of a limited data set if we enter
into a data use agreement with the limited data set recipient. A limited data set is PHI that excludes most direct
identifiers.

23. Underwriting: If we use your PHI for underwriting purposes for your health plan, we are prohibited from
using your genetic information for such purposes.

F. When the University May Not Use or Disclose Your PHI:
Except as described in this Notice of Privacy Practices we will not use or disclose your PHI without written
authorization from you. A written authorization is required, with limited exceptions, for the use or disclosure of

psychotherapy notes, for the sale of your PHI and for the use or disclosure of your PHI for marketing purposes. If
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we ask for an authorization, we will give you a copy. If we disclose partial or incomplete information as
compared to the authorization to disclose, we will expressly indicate that the information is partial or
incomplete. If you do authorize us to use or disclose your health information for another purpose, you may
revoke your authorization in writing at any time. If you revoke your authorization, we will no longer be able to
use or disclose health information about you for the reasons covered by your written authorization, though we
will be unable to take back any disclosure we have already made with your permission. Revocation may be the
basis for the denial of health benefits or other insurance coverage or benefits.

G. Statement of Your Health Information Rights:

1. Right to Request Restrictions: You have the right to request restrictions on certain uses and disclosures of
your health information. The University is not required to agree to every restriction that you request. If you
would like to make a request for restrictions, submit your request in writing to the Contact Person listed at the
end of this Notice.

2. Right to Request Confidential Communications: You have the right to request that you receive your health
information through a reasonable alternative means or at an alternative location. A University health care
provider is required to accommodate reasonable requests. A health plan must permit you to request and
accommodate reasonable requests to receive communications by alternative means or at alternative locations,
if you clearly state that the disclosure could endanger you. To request confidential communications, submit your
request in writing to the Contact Person listed at the end of this Notice.

3. Right to Inspect and Copy: With very limited exceptions, you have the right to inspect and copy your health
information. To inspect and copy such information, submit your request in writing to the Contact Person listed
at the end of this Notice. If you request a copy of the information, we may charge you a reasonable fee to cover
the expenses associated with your request. In the event that the University uses or maintains an Electronic
Health Record of information about you, then upon your request, we will provide an electronic copy of the PHI
to you or to a third party designated by you.

4. Right to Request Amendment: You have the right to request the University correct, clarify and amend your
health information. To request a correction, clarification or amendment, submit your request in writing to the
Contact Person listed at the end of this Notice. We may add a response to your submitted correction,
clarification or amendment and will provide you with a copy.

5. Right to Accounting of Disclosures: You have the right to receive a list or “accounting of disclosures” of your
health information made by the University, except that we generally do not have to account for non-electronic
disclosures made for the purposes of treatment, payment, or health care operations; for disclosures made to
you; for disclosures made pursuant to an authorization; for those made to our facility’s directory or to those
persons involved in your care; incidental disclosures; for lawful inquiries made pursuant to national security or
intelligence purposes; for lawful inquiries made by correctional institutions or other law enforcement officials in
custodial situations; or, for disclosures when your information may become part of a limited data set. To request
an accounting of disclosures, submit your request in writing to the Contact Person listed at the end of this
Notice. Your request should specify a time period of up to six years and may not include dates before April 14,
2003. The University will provide one list per 12 month period free of charge; we may charge you for additional
lists.



6. Right to Paper Copy: You have a right to receive a paper copy of this Notice of Privacy Practices at any time. To
obtain a paper copy of this Notice, send your written request to the Contact Person listed at the end of this
Notice. You may also obtain a copy of this notice at our website: https://web.uri.edu/hipaa/forms/

If you would like to have a more detailed explanation of these rights, or if you would like to exercise one or more
of these rights, contact the contact person listed at the end of this Notice.

H. Changes to this Notice of Privacy Practices

The University of Rhode Island reserves the right to amend this Notice of Privacy Practices at any time in the
future and to make the new Notice provisions effective for all health information that we maintain. We will
promptly revise our Notice and distribute it to you at your next visit whenever we make material changes to the
Notice. The University is required by law to abide by the terms of the Notice currently in effect.

I. Complaints

Complaints about this Notice of Privacy Practices or requests for further information should be directed to the
Contact Person listed below. The University will not retaliate against you in any way for filing a complaint,
participating in an investigation, or exercising any other rights under the Health Insurance Portability and
Accountability Act (HIPAA). All complaints to the University must be submitted in writing. If you believe your
privacy rights have been violated, you also may file a complaint with the Secretary of the U. S. Department of
Health and Human Services.

J. CONTACT PERSON: URI HIPAA Privacy Officer, Patricia Parkes (Telephone: 401-874-4753; e-mail:
pparkes@uri.edu)

Effective Date of this Notice: _ 01/03/2018 (Latest Revision)



