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Presentation Notes
Data Breaches:
Data breaches involve unauthorized access to sensitive information, such as customer data, payment card details, or intellectual property.
Breached data can be sold on the dark web or used for identity theft, financial fraud, or other malicious purposes.
Businesses must implement strong security measures to prevent data breaches and protect the confidentiality and integrity of customer information.

Phishing:
Phishing involves fraudulent attempts to obtain sensitive information by posing as a trustworthy entity.
Attackers send deceptive emails, messages, or fake websites, tricking users into revealing their personal or financial details.
Training employees and customers to recognize and avoid phishing attempts is crucial to mitigate this threat.

Malware and Ransomware:
Malware refers to malicious software designed to disrupt or gain unauthorized access to systems.
Ransomware is a specific type of malware that encrypts data and demands a ransom for its release.
Businesses need to maintain robust cybersecurity measures, such as firewalls, antivirus software, and regular system updates, to defend against malware attacks.

Insider Threat:
Insider threats involve individuals within an organization with authorized access misusing their privileges.
Employees or contractors may intentionally or unintentionally leak sensitive data, steal intellectual property, or sabotage systems.
Businesses should implement proper access controls, monitoring mechanisms, and employee training to mitigate insider threats.

Social Engineering:
Social engineering involves manipulating individuals through psychological manipulation or deception to gain unauthorized access.
Attackers exploit human vulnerabilities to trick employees into divulging sensitive information or granting access to systems.
Educating employees about social engineering techniques and implementing strong authentication mechanisms can help mitigate this threat.
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Data encryption is the process of converting your data (also known as plain text) into a coded format, known as ciphertext. This transformation ensures that data is unreadable to unauthorized users. Think of it as locking your data with a digital key that only the intended recipient has. It takes all your data and mixes it up so that only you know how to unmix it. 

Encryption protects data both when it's stored (also known as data at rest) and when it's being transmitted across networks (also known as data in transit). Data at rest is when you store files somewhere and no one is touching them, the second you open the file or send it to someone else that is when data becomes “data in transit”. 
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Encryption isn't one-size-fits-all. Depending on where and how you need to protect your data, different encryption methods and strategies are applied. We will discuss the following: 
Full-Disk/ Whole-Disk Encryption: Encrypts everything on a storage device, ensuring that all data is protected from unauthorized access. Full-disk encryption is ideal for protecting entire devices like laptops, desktops, and external drives. Even if the device is lost or stolen, full-disk encryption ensures that your data remains secure, as only authorized users can decrypt and access the information. 
File-level encryption. This method allows you to encrypt individual files or folders, providing flexibility in protecting specific data. File-level encryption is useful when you need to share sensitive files or when only certain data needs to be protected. This way, even if someone gains access to your system, they won't be able to read the encrypted files without the proper key. 
Transport Layer Encryption: Transport layer encryption secures data while it is being transmitted over networks, ensuring that it cannot be intercepted or tampered with. SSL/TLS encryption is commonly used for this purpose. When you see HTTPS in your browser, it means that the communication between your browser and the server is encrypted. Transport layer encryption is essential for secure web browsing, online banking, and any other activity where sensitive information is transmitted over the internet. Most email providers use TLS. 
Email Encryption: Email encryption protects the content of emails, ensuring that only the intended recipient can read the message. Popular methods include PGP (Pretty Good Privacy) and S/MIME (Secure/Multipurpose Internet Mail Extensions), which encrypt the email's content and attachments. This level of encryption is crucial for sending confidential information, protecting it from unauthorized access even if the email is intercepted during transmission. 
Hardware-Based Encryption: Hardware-based encryption provides an additional layer of security by using dedicated hardware to perform encryption tasks. Examples include hardware security modules (HSMs), which protect cryptographic keys, and self-encrypting drives that automatically encrypt data as it is written. Hardware-based encryption is highly secure and often used in environments requiring stringent security, such as financial institutions and government agencies. Examples of this are TPM Chip in windows machines and Apple T2 Security Chip which is in apple devices. If you have not been able to upgrade your older laptop to windows 11 it could be partly due to the TPM chip requirement that older versions of Windows did not mandate.   
Cloud Encryption: Cloud encryption protects data that is stored in or transmitted to cloud environments. Many cloud service providers offer built-in encryption services, such as AWS Key Management Service (KMS) and Azure Key Vault, to ensure that data remains secure in the cloud. Cloud encryption is crucial for protecting sensitive data stored offsite and ensuring that it is only accessible to authorized users. 
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By understanding and implementing data encryption, consultants can help small businesses protect their sensitive information, comply with regulations, and build trust with their customers. 
Encourage your clients to prioritize encryption as part of their overall cybersecurity strategy. Thank you for joining us and stay secure! 
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Passwords are often the first line of defense against unauthorized access to any business’s systems and data. A poorly chosen password by any employee may result in the compromise of the entire business network. Strong passwords are therefore crucial for several reasons: 
Protection Against Unauthorized Access: Strong passwords make it significantly harder for attackers to gain access to your accounts and sensitive information. 
Defense Against Brute Force Attacks: Complex passwords are more resistant to automated guessing attempts. 
Compliance Requirements: Many industries have regulations that mandate strong password policies. 
Reputation Protection: Weak passwords can lead to breaches that damage your business's reputation and customer trust. 
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A strong password should have the following characteristics: 
Length: At least 12 characters - longer is stronger! 
Complexity: Include a mix of uppercase and lowercase letters, numbers, and special characters 
Uniqueness: Different for each account 
Unpredictability: Avoid common words, phrases, or personal information 

More than 80% of confirmed breaches are related to stolen, weak, or reused passwords: https://us.norton.com/blog/privacy/password-statistics
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A Password Manager is an essential tool to have in your cybersecurity toolkit as they are designed to securely store and encrypt user passwords. They allow users to create and manage unique, strong passwords for different accounts without the need to remember each one. This practice is critical in reducing the risk of breaches due to weak or reused passwords. �
Enhanced Security - as they can generate complex, random passwords that are difficult to crack. 
Encryption - Stored passwords are encrypted, making them secure against unauthorized access. Popular password managers use AES-256 encryption, a standard adopted by the U.S. government for top-secret data​ and recommended by NIST.  
Auto-Fill - They automatically fill in login credentials on websites and apps, reducing the time and effort needed to log in. 
Synchronization - Password managers can synchronize passwords across multiple devices, ensuring that users have access to their credentials wherever they are. 
Regular Updates - Prompts users to update passwords regularly and alerts them to weak or compromised passwords. 

Popular password managers include 1Password, Keeper, Dashlane amongst others, which offer encryption and secure password storage. See the resource section of this training for more of these managers.  
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In addition to password managers, implementing Multi-Factor Authentication (MFA) can significantly enhance security by requiring multiple forms of verification. MFA is a security mechanism that requires a user to provide two or more distinct forms of identification to access an account, system, or application. Rather than just asking for a username and password, MFA requires one or more additional verification factors, which decreases the likelihood of a successful cyber-attack and adds an extra layer of security even if one factor (such as a password) is compromised. 
The three most common categories of authentication factors used in MFA are: 
Knowledge Factors (something you know): This could be a password, PIN, or the answer to a security question. 
Possession Factors (something you have): This is typically a physical token, such as a smart card, security key, or a one-time password generated by an authenticator app or sent via SMS. 
Inherence Factors (something you are): These are biometric identifiers like fingerprints, facial recognition, voice recognition, or iris scans.  
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SMS-based MFA 
One of the most widely used forms of MFA involves sending a one-time code via SMS to the user's registered mobile number. When a user attempts to log in, they receive a text message containing a verification code that they must enter to complete the authentication process.
Benefits:
Convenience: SMS-based MFA is easy to set up and use. Almost every mobile phone can receive SMS messages, making this method accessible to many users. 
Broad Adoption: Many users are already familiar with receiving SMS codes for verification, reducing the learning curve and resistance to implementation.
Drawbacks: 
Security Vulnerabilities: SMS-based MFA is susceptible to SIM-swapping attacks, where an attacker convinces the mobile carrier to transfer the victim’s phone number to a new SIM card under the attacker’s control. This allows the attacker to receive the verification codes intended for the victim.
Dependence on Mobile Network: Users must have a working mobile network to receive the SMS, which can be a limitation in areas with poor reception or when traveling internationally. 
Despite its vulnerabilities, SMS-based MFA remains a popular choice for its ease of use and wide acceptance. However, for higher security needs, other MFA methods may be preferable. 
App-based MFA 
App-based MFA uses applications like Google Authenticator, Authy, or Microsoft Authenticator to generate time-based one-time passwords (TOTP). These codes are typically valid for 30 to 60 seconds and must be entered alongside the user’s password. 
Benefits: 
Enhanced Security: App-based MFA is more secure than SMS because it does not rely on the mobile network. The codes are generated locally on the device, reducing the risk of interception. 
Independence from Network Availability: Since the codes are generated by the app, users do not need network connectivity to retrieve them. 
Drawbacks: 
Device Dependence: Users must have their mobile device with them, and the authentication app installed and configured. 
Initial Setup Complexity: Setting up app-based MFA can be more complex than SMS, requiring users to scan QR codes or enter setup keys. 
App-based MFA strikes a good balance between security and usability, making it a preferred choice for many organizations aiming to enhance their security posture without overly complicating the user experience. 
Biometric MFA 
Biometric MFA leverages unique physical traits such as fingerprints, facial recognition, or iris scans to authenticate users. This method is increasingly used in smartphones, laptops, and security systems. 
Benefits: 
High Security: Biometric data is unique to each individual, making it extremely difficult for attackers to replicate. This provides a high level of security. 
Convenience: Users do not need to remember passwords or carry additional devices. Authentication can be as simple as a touch or a glance. 
Drawbacks: 
Privacy Concerns: The collection and storage of biometric data raises significant privacy issues. If biometric data is compromised, it cannot be changed like a password. 
Potential for False Positives/Negatives: Biometric systems are not infallible and can sometimes fail to recognize the user (false negatives) or mistakenly grant access to unauthorized individuals (false positives). 
Biometric MFA offers robust security and convenience, especially in environments where ease of use and quick access are crucial. However, it must be implemented with careful consideration of privacy and accuracy. 
Hardware Tokens 
Hardware tokens are physical devices, such as YubiKeys or RSA SecurID tokens, that users carry with them. These devices either generate time-based codes or use USB/NFC connections to authenticate users. 
Benefits: 
Robust Security: Hardware tokens provide strong security as they require physical possession. Even if a password is compromised, the attacker would still need the hardware token to gain access. 
Ease of Use: Many hardware tokens offer straightforward authentication processes, such as plugging the device into a USB port or tapping it on a phone. 
Drawbacks: 
Physical Management: Users must carry the hardware token with them and ensure it is not lost or stolen. Managing multiple tokens can be cumbersome for users with access to various systems. 
Cost: Hardware tokens involve additional costs for purchase and distribution, which can be significant for large organizations. 
Hardware tokens are ideal for environments that require the highest level of security, such as financial institutions or government agencies. They provide a physical barrier to unauthorized access that is difficult to overcome remotely. 

Each type of MFA method has its unique strengths and weaknesses, making it important for organizations to choose the right mix based on their specific security needs and user convenience. SMS-based MFA is widely accessible but less secure, app-based MFA offers a good balance of security and usability, biometric MFA provides high security and ease of use, and hardware tokens deliver robust security at a higher cost. By implementing the appropriate MFA methods, organizations can significantly enhance their cybersecurity defenses and protect sensitive information from unauthorized access.
�
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Samples

Google Facebook

Allow 2—Step Verification Turn on or manage two-factor authentication
1. Open your Google Account & 1. Click on your profile picture in the top right, then click £ Settings and privacy.
2. In the navigation panel, select Security. 2. Click & Settings.

3. Under “How you sign in to Google,” select 2-Step Verification > Get started. 3. Click Accounts Center, then click Password and security.
4. Follow the on-screen steps. . o , ,
4. Click Two-factor authentication, then click on the account that you'd like to update.
5. Choose the security method you want to add and follow the on-screen instructions.

When you set up two-factor authentication on Facebook, you'll be asked to choose one of three
security methods:

* Tapping your security key on a compatible device.
* Login codes from a third party authentication app.
e Text message (SMS) codes from your mobile phone.

Once you've turned on two-factor authentication, you can get 10 recovery login codes to use
when you're unable to use your phone. Learn how to set up recovery codes.
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CISA - Stop Online Crime with Strong Passwords (video)

Multi-Factor Authentication (NIST)
CISA - Secure Our World MFA Tip Sheet

CISA - Require Strong Passwords

Cyber Readiness Institute: Poster-Use-Better-Passwords

GCA Toolkit: Beyond Simple Passwords - MFA (video)
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v’ Dashlane
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1 password 2.99 or 4.99 family
Keeper 2.92 or 6.25
Bitwarden free, 1, 3.33
Dashlane free, 4.99, 7.49

https://www.cisa.gov/sites/default/files/2023-08/Secure-Our-World-Passwords-Tip-Sheet.pdf
https://youtu.be/FZoB7yUGh7Y
https://www.nist.gov/itl/smallbusinesscyber/guidance-topic/multi-factor-authentication
https://www.cisa.gov/sites/default/files/2023-08/Secure-Our-World-MFA-Tip-Sheet.pdf
https://www.cisa.gov/secure-our-world/require-strong-passwords
https://cyberreadinessinstitute.org/wp-content/uploads/Cyber-Readiness-Institute-Poster-Use-Better-Passwords-1.pdf
https://gcatoolkit.org/smallbusiness/beyond-simple-passwords/?_tk=strong-passwords
https://1password.com/
https://bitwarden.com/
https://www.keepersecurity.com/business.html?_gl=1*dr18h6*_up*MQ..&gclid=CjwKCAjwkJm0BhBxEiwAwT1AXBSztwld0nQG9NqfS6gyX3NEEjhzce4T3BfJuRjG_Tv8nLkLuD4hUxoCfXIQAvD_BwE
https://www.dashlane.com/
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Antivirus software is designed to detect, prevent, and remove malware, including ransomware, from computer systems. Sometimes more broadly referred to as anti-malware software, it looks for patterns based on the signatures or definitions of known malware. It scans files or your computer’s memory for these patterns and removes the malicious software if present. By doing so, it helps to maintain the security of your systems by preventing infections that could lead to data loss, financial damage, and operational disruptions. 

Modern antivirus solutions are essential in maintaining the integrity of business operations. They provide real-time protection and continuous monitoring, ensuring that threats are identified and neutralized promptly. This proactive defense mechanism is crucial for small businesses that may lack the extensive cybersecurity infrastructure of larger organizations. Investing in robust antivirus software is not just a recommendation; it is a necessity for any business looking to safeguard its digital assets and ensure uninterrupted operations. 
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Selecting the appropriate antivirus software for small businesses involves evaluating several key factors to ensure it aligns with specific business needs. Key Features to Consider: 
Comprehensive Protection: Ensure the software defends against a wide array of threats, including viruses, ransomware, spyware, and phishing attacks. 
Ease of Use: The software should be user-friendly and straightforward to manage, minimizing the learning curve for your team. 
Performance Impact: Choose software that does not significantly slow down your systems, maintaining productivity. 
Customer Support: Reliable customer support is crucial for resolving any issues promptly and efficiently. 
Comparison of Popular Antivirus Solutions: Evaluate popular options like Norton, McAfee, Bitdefender, and Kaspersky. Each solution offers unique features and strengths that may be better suited to different business environments. 
Consider the size of your business, specific security needs, and budget constraints. Larger businesses might require more advanced features and comprehensive solutions. 
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Regular Updates and Patches: Keep antivirus software up to date to protect against new threats. 
Scheduled Scans: Set regular scanning schedules to ensure continuous protection. 
Combining Antivirus with Other Security Measures: Use antivirus software with firewalls, intrusion detection systems, and other security tools. 
Monitoring and Managing Antivirus Software: Regularly review antivirus logs and reports to ensure its functioning effectively. 
While antivirus software is crucial for defending against known and emerging threats, it is only one aspect of a comprehensive cybersecurity strategy. To maintain a secure and resilient infrastructure, small businesses must adopt a holistic approach to identify, assess, and address all potential threats and vulnerabilities within their IT environment. This is where Threat & Vulnerability Management (TVM) comes into play. 
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America's SBDC - Ransomware Overview
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NIST - Getting Started with Cybersecurity Risk Management:
Ransomware Quick Start Guide

NIST - Small Business Cybersecurity Corner: Ransomware

Microsoft - Vulnerability Management

FTC - Cybersecurity/ransomware

FBI - IC3 Ransomware Fact Sheet.pdf

Nessus Vulnerability Scanner
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Qualys Vulnerability Management

v" Crowdstrike v’ Bitdefender

v Norton Small Business v" Trend Micro Business
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In conclusion, while antivirus software is a critical first line of defense against malware, implementing a robust Threat & Vulnerability Management strategy is essential for comprehensive protection. By combining antivirus solutions with TVM practices, small businesses can achieve a resilient security posture, safeguarding their assets and ensuring operational continuity. 

Nessus Vulnerability Scanner: Nessus is renowned for its comprehensive vulnerability scanning capabilities. It helps identify vulnerabilities, configuration issues, and compliance violations. It is widely used for its accuracy, ease of use, and extensive plugin library. 
Qualys Vulnerability Management: Qualys provides cloud-based vulnerability management solutions that continuously monitor and scan systems for vulnerabilities. It offers real-time visibility into vulnerabilities and helps organizations prioritize remediation efforts. 
Rapid7 InsightVM: InsightVM by Rapid7 provides live vulnerability and endpoint analytics, offering comprehensive visibility into vulnerabilities across the entire network. It aids in prioritizing threats and facilitates effective remediation planning 


https://americassbdc.org/wp-content/uploads/2023/10/Ransomware-V2.pdf
https://csrc.nist.gov/files/pubs/other/2022/02/24/getting-started-with-cybersecurity-risk-management/final/docs/quick-start-guide--ransomware.pdf
https://csrc.nist.gov/files/pubs/other/2022/02/24/getting-started-with-cybersecurity-risk-management/final/docs/quick-start-guide--ransomware.pdf
https://www.nist.gov/itl/smallbusinesscyber/guidance-topic/ransomware
https://www.microsoft.com/en-us/security/business/security-101/what-is-vulnerability-management
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity/ransomware
https://www.ic3.gov/Content/PDF/Ransomware_Fact_Sheet.pdf
https://www.tenable.com/products/nessus
https://www.qualys.com/apps/vulnerability-management-detection-response/
https://www.crowdstrike.com/en-us/products/
https://us.norton.com/promo/affiliate/products
https://www.bitdefender.com/en-us/consumer/small-business-security#products
https://www.trendmicro.com/en_us/small-business/platform.html
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