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the devices on the network by actively

requesting information from the devices - - - - - . - -

« Passive fingerprinting uses a network e e
sniffer to capture traffic already generated by
the system devices, and analyzes this traffic
to identify the devices.
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1) To the best of our knowledge, for the first ( e ~ 273200 Future Direction

time, a hybrid communication-pattern and
passive-fingerprinting

approach is proposed to identify the
ICS/SCADA devices’ type, manufacturer, and
model.

2) To the best of our knowledge, for the first
time, the ICS/SCADA communication-pattern
IS used to identify the device control hierarchy
level, and next to determine the device type.
3) The paper identified a set of features in the
communication packets that can be used to
distinguish among the devices based on their
control hierarchy level, while not relying on the

Discovering the devices included In
ICS/SCADA systems Is an essential
first step toward improving their
overall cybersecurity.

A next step would be to implement
o the proposed approach along with
systems security analysis and
mitigation tools, to enhance their
overall security and defense
strategies against potential

availability of special packets such as the SYN cyberattacks.
packets.

4) We present a software implementation, and e

its validation N
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